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Abstract

We provide a geometric framework for investigating the sihass of information flows
over biological networks. We use information measures tntjfy the impact of knockout
perturbations on simple networks. Robustness has two coemp®, a measure of the causal
contribution of a node or nodes, and a measure of the changeclusion dependence, of
the network following node removal. Causality is measurgdtatistical contribution of a
node to network function, whereas exclusion dependencesunesa distance between un-
perturbed network and reconfigured network function. Wdaethe role that redundancy
plays in increasing robustness, and how redundacy can beitexithrough error correct-
ing codes implemented by networks. We provide exampleseofdhustness measure when
applied to familiar boolean functions such as the AND, OR &R functions. We dis-
cuss the relationship between robustness measures atadinglaasures of complexity and

how robustness always implies a minimal level of complexity



I. INTRODUCTION

A very useful geometric abstraction for biological orgatians is provided by
networks [24] [20]. In network terms, individual genes, f@ias, cells, organisms,
or species are represented as nodes, and rules of interantiong nodes are repre-
sented by edges. For genes, edges encode the combinedspoésanscription,
translation and activation or inhibition [28], whereas $pecies, the edges would
represent predator prey relationships or patterns of nistngl10]. The rules of
interaction can be conceived generally as flows, typicallthe form of energy in
ecology, or information transport in genetics and neurssm®. It becomes possible
within this framework, to ask questions about regularitiest are likely to have
application at multiple levels of organization.

In previous papers [15] [18], motivated by Chomsky’s usagenguistics [7],
we have adopted a Principles and Parameters approach &tmebs, in which one
seeks to establish a set of very generaiciplesleading to some form of robustness
— considered essentially as an invariance under pertorbatand thgparameters
or mechanisms, giving rise to the invariance in each pddiccase. Where we
might assume that the principles will generalize to inclgéees, individuals and
species, the parameters are likely to be system dependent.

Some important principles (instantiated by a wide range et¢manisms) of ro-
bustness are redundancy, purging and modularity. Somertenggarameters are
component duplication, feedback control and comparmieatadn [15]. Biologists
typically study the mechanisms of robustness. In this papgerim to demon-
strate that some fundamental statistical requiremenisgjptes) must be met by
any mechanism effective at promoting functional invarafatlowing perturbation.

In this paper we introduce an information geometric apgno&crobustness
[1, 2]. Information theory has the virtue of a long historyimguiry into the robust-
ness properties of signal-receiver pairs communicatimg owisy, finite bandwidth
channels [9]. Where we depart from standard approaches cisider structural
perturbations to the model in the form of the knock-out om@hiation of channels,
and consider the set of communication strategies whicHtresthe least depar-

ture from unperturbed network function. This deviationaptred, quantitatively



in terms of a distance between probability distributioms] enakes use of insights
from information geometry [1, 2].

One important emphasis in this paper is that a general matieahdefinition of
robustness need include at least two components: some ragdsusensitivity fol-
lowing perturbation (present in all treatments of robust)@nd a measure of flow
through the system prior to the perturbation (novel to tlistcbution). To speak
of a non-trivial robust system it is neccesary to demonstilaat the system per-
forms interesting aggregate behavior in advance of patioi. By not including
the "causal” contribution of nodes, an inert system, orayst of non-interacting
components, is liable to be deemed robust. This suggesta@ortant connection
between the notion of robustness and the notion of complexitonnection that
we explore in this paper.

The paper is arranged as follows. We firstly introduce theéheragatical formal-
ism for flows over networks defined in information theoreticiables. We then in-
troduce a new probabilistic approach to network pertudmatiVe introduce a novel
definition of robustness in terms of the joint causal contrdn of nodes to network
function and the functional exclusion dependence on thedes: For clarity, the
mathematics are illustrated throughout the paper with lgmetwork consisiting
of multiple inputs and a single output. We then show how tletswork can be ex-
tended to general recurrent network structures. We appglydhustness measure
to simple boolean functions, and discuss the construcfioobmst networks which
implement simple error correcting codes. Finally we expltie connections of our
robustness measure to related robustness studies andrtespomdance between
robustness and statistical measures of complexity.ltiposition that selection for

increased robustness is one of the primary drivers for astng network complex-

ity.



II. NOTATION AND PRELIMINARIES
A. Stochastic Maps

In this section we introduce a simple network structure wiiazms the basis of
our subsequent analysis. This simple network is intendepdure the structure
of a component of a larger genetic regulatory circuit, a congmt of the nervous
system or a trophic network in ecology. All of these systears lze thought about
in terms of the flow of energy or information through a netwdrkthe final section
of the paper we introduce a way of thinking about the more gereetting of
recurrent networks. Here we analyze feed- forward compsneinthe network
as shown in Figure 1. We choose to describe these network flovesms of a
stochastic mafi’, which describes how a node labeled0agenerates an outpyt
based on information from an input vectey, ..., zy. The output node pertains
to some property of system function, such as gene activapiostsynaptic firing
or successful predation, whereas the inputs refer to thefsetnscription factors,

presynaptic activities or prey species.
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FIGURE 1: A schematic representation of a general network stradgtuwhich nodes represent

@

genes, cells or individuals, and edges flows of informatioermergy between nodes. We isolate
a feed- forward component of the network as shown in Figur@dlBiclude those nodes circled
in Figure 1A. In this simple structure, a single node receimputs from a number of nodes in its

parent set. The receiving node integrates the inputs artlpes an output. For example, in this



figure, a transformatio hasN = 5 inputs.

In order to simplify our notation, we writ& for the set{1, ..., N} of input units
and A, for the setA U {0} of all units. The state set of a unitc A, is denoted
by X ;. For simplicity, we assume that their corresponding caaidies, written as
n; := | X;|, are finite. The formal description of the transformatiors given by a

Markov transition matrix
T:XAXXO - [071]7 (a:,y) = T(y\x),

whereT is the function performed by the network, and the input sefiven by

X, = X, x---x Xy. The valueT' (y|z) is the conditional probability of gen-

erating the outpuy given the inputr = (z4,...,xy). This implies that for every
T € XA,
> T(ylr) =1, @)
yeXo

to conserve total probability.
Given a deterministic map : X, — X, we can always consider it as a special
case of a Markov transition matrik’ as follows

1, ify=f(z)
T/ = 2
o) 0, otherwise )

Example 1: Consider the simple network structure of Figure 1B. Nodesaa-
sumed to have the two state$ = not active” and 1 = active”, corresponding to
the presence or absence of a gene, an active neuron or asspddias, one has
X, ={0,1} c Rforall unitsi € Ay. The system parameters are #uge/channel
weightsw;, i € A, which describe the strength of interaction among the iddai
input nodes and the output nodg and areshold valué for the output node which

controls its sensitivity to the input. In the case of gerstibe weight corresponds to

L In further examples of the paper we will also usel” and “+-1” as states, whereby we interpret
a “0"-state as being knocked out.



the binding strength of a transcription factor and the thoébthe minimum activa-
tion concentration. In neuroscience the weight describegtoduct of the density
of postsynaptic receptors and neurostransmitter, andhtbstiold controls the sen-
sitivity. In ecology, the weight would describe the effiasgrof energy transduction
and the threshold the minimum energy conversion requirethébvidual survival.
In all cases we assume that given an input veeter (z;);ca € {0,1}" in a first

step, the output node assumes a value given by the function

h(z) = Zwixi -0,

ieA
and then, in a second step, it generates the outpith the probability

T°(1|z) = ﬁ.
The normalization property (1) then implies that the outpus generated with
probability 1 — T'(1|x). Here, thenverse temperaturg controls the stochasticity
of the mapT™. Itis easy to see that in the generic case where all pgints} "
are contained either in the positive halfspa¢e = {z € {0,1}" : h(z) > 0}
or in the negative halfspad¢~ = {z € {0,1}" : h(x) < 0}, the transforma-

tion 7% converges fopp — oo to a deterministic transformaticf according to (2).

Whereas in Example 1 and in most further examples of this mpaperestrict
ourselves to direct pairwise interactions, the framewarkufficiently general to
apply to higher order interactions, such as we observe icackes and networks of

interactions.

B. Some Information-Theoretic Definitions

As we stated in the introduction, this paper adopts priesitom information
theory, to construct a general theory of robustness in gio&d networks. In this
section, we review some definitions of basic quantities fioiormation theory that
we shall need later in developing our definition of robussnd$ose interested in a

more detailed exposition are directed to [9].



Given an arbitrary subsét C A, we write X ¢ rather the more cumbersome nota-

tion][,.¢ X, and we consider the natural projection
Xg: Xy, — X, T = (2;)ier — Ts = (Ti)ies-

With an input distributiorp on X, and a stochastic map from X, to X, we

have the joint probability vector
P(Xy=x,Xo=y) = p(z) T(y|z), x € Xy, ye Xo. 3)

The projectionXs becomes a random variable with respect?o Now consider
three subsetd, B, C' C Ay. Theentropyof X is then defined as

Hp(Xc) = — Y P(X¢=2)In(P(X¢ = 2)).

2€Xc
This quantity is a natural measure of the uncertainty thathas about the outcome
of X-. Once we know the outcome, this uncertainty is then reduceero. This
justifies the interpretation of/»(X) as theinformation gainafter knowing the
outcome ofX . Now, having information about the outcome of the seconctste
X p reduces the uncertainty abadit,. More precisely, theonditional entropyof

Xc given X is defined as

Hp(Xc|Xp) = — ), P(Xp=y, Xc=2)In(P(Xc = 2|Xp =y)),

yeXp,zeXco
and we havef{p(X¢) > Hp(Xc|Xp). Using these entropy terms, timeutual

informationof X~ and Xp is then defined as the uncertainty & minus the

uncertainty ofX - given Xp:
IP(XC . XB) = Hp(Xc) - HP(X0|XB)

Theconditional mutual informationf X and Xz given X 4 is defined in a similar
way:
IP(XC . XB‘XA) = HP(X0|XA) — HP(Xc‘XA,XB).

In the following, we will simplify the notation by writing tse quantities without
explicitly mentioningP, which is always assumed to be given by an input distribu-

tion p and a transformatioi according to (3).
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. SOURCE EXCLUSION
A. The Geometry of Source Exclusion

Generally, the robustness of a system refers to approxiimeeance of func-
tion with respect to perturbation, where the robustnessased on structural re-
organization of the system initiated by the perturbation.our context, we are
interested in the robustness of a transformafio’We consider perturbations con-
sisting in the exclusion of some input sources/nodes, ddtikanput comes from
a subsetd C A of the original input nodes. The effect of a knockout on thipat
node0 is to induce a switch to a new transformatién, which we refer to as a
different mechanistic modality. In other words, the tramsfation is replaced by
a transformatiorf’y which describes the value of the output node after exclusion
A\ A.

\ \

7 7 \ \
‘9 © © o ©
T o) X3 Ty Ts

FIGURE 2: An example of a knockout procedure: we illustrate the @sioin of the nodes forming
the set{4, 5} from the complete sdl, 2, 3, 4, 5} of input nodes and we ask what impact this has on

the value ofy.

Obviously, the transformatiof, has to be an element of the following set:

74 := set of transitions that don’t depend on the input frarg A

= {T : Tylea,xaa) = T(ylza, xy4) forall za, zaa, 24,9}



In order to quantify the effect of the exclusion, we consitherfollowing distance-
like measure, which is known variously eormation divergenceaelative entropy
and Kullback-Leibler (KL) distanceof a transition7; from a transition7; with

respect to an input distributign

— Ti(y|z)
DP(Tl HTQ) T IGX[;;GXO p(l’) Tl(y‘x) In TQ(y|-T) :

We haveD,(T1||1Tz) > 0, andD,(1}||7%) = 0 if and only if 77 (-|x) = T5(-|z) for

all z with p(z) > 0. Now, the effect of the replacement @fby 74 is naturally

measured by the distande,(7'||T4). This distance offers a way of comparing

probability distributions and here, Markov transitions.

Dp(T|T4)

/ 7

T's

FIGURE 3: The effect of the replacement 6fby T'4 following knockout. The plan&, represents
the space of transformations that depend only on the input fA. The pointT4 is a particu-
lar Markov transition situated at a distanbg(T'||T4) from the complete transformatich. This

distance quantifies the effect size.

B. Exclusion Dependence and Invariance

Taking all possible exclusions into account, we have to icemsa family
(T'4)aca of transformations that describe the different mechanisibdalities for
which T, coincides withl". Modeling the expectation of exclusion by a probability
measure (A), A C A, thatisr(A) > 0forall A, and}_,, 7(A4) = 1, we define
the expected exclusion dependenees

C(r,p. (Ta)aca) = Y r(A) Dy(Ta[|Ta). (4)

ACA



We say thatT'4) aca is (1, p)-exclusion independeiftthe corresponding exclusion
dependence vanishes. A trivial example of exclusion indépece is given by a
family of transformations that do not depend on any inpurseuMore precisely,
with an output probability measureon Xy, we can define a family of transforma-
tions by

Talylz) == qly), ACA (5)

Here, T4 is equal tdl’, for all A, and therefore the exclusion dependence vanishes.
This example highlights a very important aspect of robusgrikat we shall return
toin later sections. In particular, that exclusion indegesrce is a necessary compo-
nent of robustness by leading to invariance, but is not sefficas systems of non
interacting nodes are those least effected by knockout. W&l see later that ro-
bustness requires that a system maintains some infornfad@mvhile maximizing
exclusion independence.

One way of thinking about non-trivial cases of exclusioneategence, is that a low
exclusion dependence arises through switching from omsftvamation’’, to an-
other transformatiofi’z while keeping the system behavior invariant. This is illus-

trated in Figure 4.

€ X2 X3 Xy X5

FIGURE 4: Switching between the input seft$, 2,3} and{3, 4,5} while keeping the outpui the
same. In this case, the network is able to extract the saroemiation from{1, 2,3} as{3,4,5} by

switching to a new transformation.

The following theorem makes this invariance property moeeise:
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Theorem 1: LetTy € 74, A C A, a family of transformations. Then

Z r(A) r(B) p(x) |Talylz) —Ts(ylz)| < 2‘\/20(73197 (Ta)aca)-
A,BCA, zeXp, yeXo
(6)

In particular, we have complete invariance(if) ac, is (7, p)-exclusion indepen-
dent.

Proof.

> [Talylz) — Ta(yle)|

< > Talylr) = Talyle)l + Y 1Ts(yle) — Talylo)]
< LD, Tatl0) + 2D, TColToCle). @)

With Jensen’s inequality, this leads to

> p(@) Y |Talylz) — Tu(ylo)|

reX yeXo

< \/2D,(TA||T4) + +/2D,(TA||TB),

and

S r(A)r(B) Y px) Y |Talyle) — To(ylz)|

A,BCA rEXA y€Xo

< 2+ (23 r(A) Dy(Ta[ITa).
ACA

O
The left hand term of (6) refers to the meah distance between the mechanistic
modalities or transformation§;, and Tz, averaging over all subsets afand all
inputsz. The right hand side represents the exclusion dependeficedi®y (4).
This implies that systems with low exclusion dependencélaald to mechanistic

modalities with similar behavior.

C. The Role of Adaptation and Mechanistic Constraints

After the exclusion of some input sources the output unittbasse a different

transformatioriZ”y, which is in many cases not directly related to the globaldra
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formation" so that we have a high dependencé&ain the exclusion of\ \ A. On
the other hand, low exclusion dependence is the propertytigerlies the invari-
ance of function. If the system has the internal flexibilityariability that allows
for an adaptation oI, so as to move closer to the global transformafigrthen it
will modify parameters in such a way that the KL distance ism@asill as possible.
We illustrate this important aspect of adaptation withia dontext of Example 1.
Excluding some of the input sources so that the only avalablrces derive from
the subsel C A means that the energy functidz) = >, _, w;z; — 0 has to be

replaced by, (z) = >, , wir; — 0. This leads to the transformation given by

1

/
Ta(le) = T e

and in general, it is not true thatf; .7, D,(T|T") = D,(T||T%). In other words,

the parameters);,, © € A, have to be adjusted in order to minimize the distance
D,(T||T"). The transitioril”, describes the function of the network after removal
of the source channels \ A and before the adaptation process leads to a recon-
figurationT4 of the transformatiol”y. As a result of mechanistic constraints it is

generally not possible to find a transformatibnthat satisfies
Dy(T|[Ta) = Dy(T(|74) := _inf Dy(T||T"). (8)
€Ta

In this example these constraints take the form of the exa@lyspairwise interac-
tions among the input units and the output unit. In order tvarat7, with the
minimality property (8) it will in practice often be necesg#o include higher order
interactions, such as those among triplets and above. Towith a purely proba-
bilistic notion of exclusion dependence, we assume thatbehanistic flexibility

or variability of the system is always sufficient to achielis tminimality property.

In other words we start from the optimally adapted configaragiven constraints.
This allows us to make precise statements which would otiserae confounded
by sub-optimal switching. 1’4 satisfies (8) then it has a nice interpretation as a
projection ontdZ,4, which is shown in Figure 5. This projection is uniquely detin

for all inputsz with p(z) > 0.

12
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Ty

adaptation process

FIGURE 5: Following perturbation, the network performs transfation 7", which depends only
on input unitsA. The network then adapts in order to restore towards itsiguevfunctionT'.
Typically this restoration will not return the systemTbas: (1) information has been lost from
the inputs and this restricts outputs to fall into the Bgt(2) the parameters or edge values of the
network impose constraints on the variability of the systenadapt within7,4. Assuming that
mechanistic constraints do not limit adaptation, then thst bhe network can do is return 7¢,.

The distance betweeéh, andT we refer to as the exclusion-dependence.

One can easily prove that a projection satisfies

> wexy pa’) T(yla')
Talylz) = P(Xo=y|lXa=24) = AZ_JAEX p(z’) ©)

.rfA_.rA

wheneverP (X, = x4) > 0.
With the family (7°4) aca given by (9) we define the exclusion dependencé”of
with respect to- andp as follows:

C(T,]LT) = ZT(A) Ti/g’g'A DP(THT/) = C(T,p, (TA)AQA) (10)
ACA

Thus, the exclusion dependence of a transformétiaives us information about
the effect of source exclusion, in those cases where therylsas the mechanis-
tic flexibility or variability to discover the best behavioin this sense our defini-
tion does not include the concrete information about thesdgohg mechanisms of

adaptation, and therefore it represents a probabilistotty.
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Example 2: We consider two binary input units with the states and+-1. In this
example we want to calculate the exclusion dependence didbkean functions
XOR, NOR, AND, and OR in theit-1-representation:

XOR| —-1|+1| NOR|—-1|+1| AND|-1|+1] OR|—-1|+1

-1 |-1|+1 =1 ||+1]-1 -1 {-1]-1 —-1}-1|+1

+1 (|[+1]-1 +1 ||-1|-1 +1 |[-1|+1| +1|+1}{+1

We assume that the input distributipp on the configuration set—1, +1}* is
parametrized by a parameter= R as follows:

efziz2

Polon2) = glaremry

We can control the correlation of the inputs with the parangt and we have

completely correlated function when,

(0-1,-1) +0141)) 5 lim ps = 5 (8141 + Or1,-1)) -

B——o0

lim pg =

p—o0

N —
DN | =

For 3 = 0, the inputs are independent. Finally, we have to specifyktiaxkout
distribution. To this end we consider a probabilityc [0, 1] for an input node to
remaining an information source after knockout. With arepehdence assumption

this gives us

r@=0-a)? r{1h=r({2) =all-a), r({1,2})=a"

The exclusion dependence of the boolean functions is shoWigure 6. It depends
on the two parameters andg. Itis in all cases maximal fof = 0, which means

independence of the inputs. Futhermore,do& 1, which means no knockout, we
have vanishing exclusion dependence. Figure 6 also shavseittions given by
1

fixed valuea = 3

14



XOR

NOR

AND

OR

FIGURE 6: Exclusion dependence quantified for four boolean opmratind a range of knockout
probabilities given byy, 0 < o < 1 (left panel), and the corresponding sectionsdct % (right

panel).

D. Exclusion Independence with Error-Correcting Codes

In this section we consider distances in terms of the inféionaheoretic mea-
sures introduced in earlier sections. We do this to makeatienrdancy property of
the input distribution more transparent. Rewriting theahse of a transformation

T from a projectiornil’4, with respect tgp as
Dp(T||Ta) = I(Xo: Xp\a]|Xa) (11)
implies the following version of(r, p, T'):

Clr,p,T) = > r(A) I(Xo: Xp\alXa)
ACA
Although the exclusion dependence explicitely involves #ipecification of the
transformatiori’, there is an interesting upper bound that just depends anplé

distribution. We can see this by decomposing the mutuatmé&ion term.
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Proposition 1:

C(Tap7 T) < Z T(A) H(XA\A|XA) (12)
ACA

Proof. We give an upper bound of the conditional mutual informaditrat appear
in (11):

I(XOZXA\A‘XA) = H(XA\A‘XA)—H(XA\A‘XO,XA)
< H(XpnalXa).

The upper bound in the estimate (12) controls the redundahtye input distri-
bution. The lower it is, the more redundant is the input dstion. In the most

redundant case where
> r(A) H(XpalXa) = 0,
ACA

there are mapg, : X4 — X4, A C A, so that for allA with ~(A) > 0 and all
x with p(z) > 0, the following holds:

T4 = fa(za).

The estimate (12) provides a method of controling the exaztudependence by
varying the redundancy properties of the input distributioOne nice applica-
tion of this method comes from the theory of error- corregtoodes. The Ham-
ming distance of two input strings = (;),., andz’ = (z}),., is defined as
d(xz,2') = |{i € A : z; # x}}|. Now consider a non-empty sétC X , and the

corresponding minimal distance

d(C) := min{d(x,2") : x,2' €C, v # 2'}.

16



(0,0,0 (0,0,0)

FIGURE 7: One way in which networks can respond robustly to pertishais to implement error
detecting codes. In these examples we present two chaeslC, in {0, 1}3. The code’; in Figure
7A has two code words withd(C;) = 3, and the cod€, in Figure 7B has four code words with
d(C2) = 2. The first code is 1- bit error correcting and the second i# &spor detecting. Error
correction in A is possible as the correct sequence can alyayecovered by tracing the shortest

path (1-bit) back to the appropriate code word.

With a maximal numbet € N of excluded input units satisfyingy + 1 < d(C),
and withé,, denoting the Dirac measure concentrated,iwve define

1
= — Oy, 13

zeC
and
r(A) > 0 if |A >N -t
Now assume that we have the information = (z;);ca from an inputz =
(xi)icn € C, Wwhere|A| > N — t elements. For the reason that+ 1 < d(C),
there is no othet’ € C with 2/, = x4 thanz, andxz can be recovered from the
fragmentary information: 4. More preciselyy 4 = 2/, implies the following con-

tradiction:
diC) < d(x,2') < N—JA] < N—(N—-t) =t < 2t+1 < d(C).

Thus, we havel] (X\4|X4) = 0 for all A with r(4) > 0. According to the
inequality (12), this implies
C(r,p, T) = 0.

17



In this case every transformati@nis (r, p)-exclusion independent. Now we assume
that p is given by a code& according to (13) with a minimal distanc&C) that
allows recovery of exclusions of at masnput variables, that i3t + 1 < d(C). It

is not hard to see that for two subsetsand B of A with at leastV — ¢ elements,

and for allz € X, with p(z) > 0:
Ta(ylz) = Ts(yla). (14)

In other words, the information from can be replaced by the information fraih
if A andB are sufficiently large, and we have complete invariance énsénse of
Theorem 1. This statement goes beyond assertingithatl B are mere duplicates,

and relates to statistical correlations betwegeand 5.
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IV. INFORMATION FLOW AND ROBUSTNESS
A. A Definition of Information Flow

In this section we provide a formal definition of robustness. we shall see,
the concept of exclusion dependence is closely relatecetodhcept of robustness.
Intuitively, a low exclusion dependence of a transformafiocontributes to the ro-
bustness of. On the other hand, we have seen the example (5) of trividlisixm
independence where the transformation is not effected blyigon of a subsystem
simply because it doesn’t use any information from this gatesn. In order to have
a measure for robustness, we have to relate the dependethessystem behaviour
from the exclusion of a subsystem to the contribution of shéisystem. In order to
guantify the contribution of the subsystem, we follow Psapproach to causality
[21]. Within this approach, the notion of intervention isestial. One has to make
a distinction between observing that a variallles in statex and forcing X to
be in stater, which is related to experimental intervention. Let’s apibiis to the
following situation: We have two input variables andY, and one output vari-
able Z. This output is generated according to a transition makiix|z, y). With
respect to the input distributign X andY may be correlated. In order to put this
situation into Pearl’'s framework of a directed acyclic dr§PAG), we consider an
additional variabldV that gives rise to the statistical dependenc&aindY . We

get the following diagram:

A B
z z
.\ o

X@® oY X@ [ ¢
/ X

o o
w

w

FIGURE 8: Simple example of statistical causality presented imssof two directed acyclic graphs,

where we wish to determine the contribution of variabléo variableZ. In Figure 8A correlations
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betweenX andY arise as the result of a shared input fréih In order to capture the contribution
of Y to Z we fix the value ofX = z . This is shown in Figure 8B. I¥" does not contribute t&

then there is no information flow froi to Z and this can only be ascertained for a fixed valu& of

With respect to this graph, the joint distribution of the teed 1V, X, Y, Z) can be

written as

PW=wX=xY =y,7=2)
= P(W=w)P(X =z|W =w)P(Y =y|lW =w)T(z|z,y).

It is easy to see that, with respect to this distribution,

>, P, y)T (2|, y)
>,y

It is exactly the projection df” with respect tgp that we had before (compare with

P(Z=zX=12) = (15)

(9)), and it is the conditional probability of observikg= ~z after having observed
X = z. In order describe information flows and causal effects1®) (ve have
to replace the observatio = z by the intervention method afoing X = z,
written asdo(X = x). Following Pearl, the corresponding joint distributiontoé

remaining variable$l) Y, Z
PW=wY =y, Z =z|do(X =z)) = PW =w)P(Y =y|lW =w)T(z|x,y).

Now we compute the conditional probability of observirig= z after settingX =

P(Z = z|do(X ZP YV =y|W =w)T(z]z,y)
Zp T(z|z,y). (16)

Note that this is different from the formula (15) Af andY” are not independent.
In other words, the marginalization with respect to dheintervention doesn’t use
any correlation betweeX andY. This implies thatZ does not depend ow, if
and only if P(Z = z|do(X = z)) = T(z|z,y) for all z,y,z. Thus, it is natural
to measure the contribution &f to Z by the deviation of the transitiofi from the

corresponding interventionally generated conditionstrdbutionP(Z = -|do(X =
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-)). Through analogy with exclusion dependence, we quant#éyctimtribution of

Y to the outputZ by the KL distance of the transition kernel from its margi¢ied):

PO = 2. T) = 3 o) TE ) > /pT(z%?(yZ)lw I

T,Y,%

It is not hard to see that
IFY — Z,p,T) < H(Y).

In other words, if the entropy df” is low, then we cannot expect a high contribu-
tion of that subsystem to the function. But on the other hdugh entropy ofY”
doesn’t necessarily imply high information flow fromto Z. If 7" doesn’t use any
information fromY’, that is7'(z|z,y) = T'(z|z,y') forallz € X, y,v' € Y, and

z € Z, then we have

Zp Cley) = S_p(y) T(Ele) = T(ela) = T(zla.y).

Therefore, in this case we ha¥B(Y — Z,p,T) = 0.

Example 3: Consider the state spaces
X=Y=27Z={-1,+1},

and the input distributiop and the family7", .6 € R, of transition kernels

defined as

ey
2(e! +e)’
The following plot shows the shape of the information fléf(Y — Z,p, T7°)

e'yzw+6zy

— v,8 —
p($7 y) T T (Z‘I7 y) T e,nyr(;y + e,,yx,(;y . (18)

according to our formula (17):

(81> [8]<I [81>]v1
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FIGURE 9: An example of statistical causality in a network. In Fig@A we depict a simple model
with two parametersy andd which serve as the edge weights. The two inputs are assumed to
be correlated as in (18). Figure 9B shows the contributiolr ab the valus ofZ for a range of
parameter values as given by (17). This is plotted for a simglue ofy = 20 in Figure 9C, which

shows how there is no causal contribution fréhto Z until |§| has exceedeld|.

From Figure 9B we see that the maximal information flow frbmo 7 is in the
region whergd| > |v|. This shape shows that in order to have any contribution of
Y, the absolute value of its couplirfgwith Z has to be greater than the absolute

value of the coupling/ of X with Z.

B. A Definition of Robustness

Now we are ready to define robustness: First, we apply ourstaokgs idea to
the situation of three variables, Y, Z, which we have discussed in the context of
information flow. The variableZ is computed from the paifX,Y’), and we ex-
cludeY. How robust is this computation against this exclusion? @frse, the
system should be able to compensate this exclusion, thétesxclusion depen-
dence should be low. But considering this as the only sounceobustness would
imply that we have high robustness in the case whedeesn’'t depend ol at all.

In order to avoid this, we have to relate the exclusion depeoéto the contribution
of Y within the computation of/. Therefore, we define thebustnessgainst the
exclusion ofY as the information flowt™ — Z minus the exclusion dependence.
This leads to the following formula:

>y 2@, y)T (2|2, y)
= 2 ) Tl ) e T )

This measures the amount of statistical dependence betwaashy that is used for

R(X,p, T (19)

computingz in order to compensate the exclusionyofThe robustness vanishes if

for all z and allz

pry (2lz,y) = plx Zp T(z]z,y),
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or equivalently

> T(la,y) (plx,y) — p(x)p(y)) = 0. (20)

There are two extreme cases where this equality holds. Bieése is when there

is no statistical dependence betweeandy that can be used for compensation.
Thenp(z,y) = p(x)p(y), and the equality (20) holds. The other extreme case is
when there is statistical dependence, but this dependsmos used byf". In this
casel'(z|x,y) = T(z|z,y') for all y,y’. Now we analyze the situation where the

robustness becomes maximal.

Theorem 2: The robustness measure is convex'inand we have the following

upper bound:

R(X,p, T pr y)1 ( Y) = I(X:Y) (21)

Letf : X xY — Z be a (deterministic) function that satisfies the followiagtjal

injectivity condition: For allx we have

/

f(:v,y):f(x,y’) = Y=y.

Then the upper bound of (23) is attained, thafigX, p, 7/) = I(X : Y). (Here
T/ is defined according to (2))

Proof. Using the joint convexity of the KL distance, we see tHgtX, p, T) is
convex inT.

We get the estimate (23) by using the the log sum inequality:
>, P, y)T (2|2, y)

R(X,p,T) = Y pla,y)T(z|z,y) In

it p(z) >, p(y)T (2|2, y)
p(z,y) T(2]z,y)
< L) el ey
(Iog sum inequality)
T,y)
Zp )p(y)'
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Now let f satisfy the partial injectivity condition as defined in theorem. Then

Zy p(l’, y) 6f($,y) (Z)
() 22, P(Y) O (2)

_ o A L) 0 (2)
= Zp( . Y) 5f(:c,y)( )1 p(z)p(y) 5f(x,y)(z)

T,Y,%

e )
= Loy

Here we used the fact that the SUNS, p(z,y) 65y (2) and 3 -, p(y) df () (2)

consist of one summand at most. O

Example 4: Consider a first variabl&,..; which represents knowledge of the past
and a second varibl&; ... which represents the knowledge of the future. Having
access to the future allows for the performance of the peffeediction” which is
given by the mafy : (zpast, Truture) — Zruture- ON the other hand, prediction within
a non-anticipating situation can be interpreted as peifagrthis projectionf after
knockout of the future variable. For the reason thastisfies the partial injectivity
condition of Theorem 2, the robustness of the predictionrsgj&nockout of the
future coincides with the mutual informatiaif X st : Xtuture) DEtWeen the past
and the future. This is a fundamental quantity which undsriieveral complexity
measures like excess entropy [8], effective measure codiyp[@3], and predictive
information [5]. The relation between these measures anlti-mformation has

been discussed in [11].

Now come back to the situation of input variableg X;);ca, A = {1,..., N}, and
one output variablé,. The exclusion is described by a probability measijré),

A C A. This implies the following mean robustness:

R(r,p,T) = Y r(A) R(X4,p,T) (22)
ACA
As direct implication of Theorem 2, we have the following eppound:

R(r,p,T) < Y r(A)I(Xa: Xpa). (23)
ACA
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This upper bound is interesting for the reason that it relate robustness measure
to a complexity measure introduced by Tononi, Sporns, arelngah [26], which

we refer to ag SE-Complexitylt is defined as follows:

N-1 k

Crse = Y. (—]i) S H(Xa) — = H,(X))

k=1 ACA
A=k

=

There are several choices for the distributioto get such a relation. Withix]

denoting the smallest integer = we define

1 L 2 | Al
SRR (TR Y

) oy A3

0 , otherwise
! - if |[A] > [X
s o | 7T gy TR
0 , otherwise

With these definitions we have the following equalities tialathe upper bound in
(23) to the TSE-Complexity:

Z rO(A) (X4 : Xna) = - Orgg, 1 =1,2,3,

ACA
with
v o, fori=1
R — ﬁ , fori=2
m, fori =3

Since robustness is frequently favoured by selection nrestres in noisy con-
texts, evolutionary processes are likely to lead to the garare of complex net-

works indirectly. We return to this point in discussion.
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V. CASY STUDY: DUPLICATION AND ROBUSTNESS

Perhaps the most simple way of creating robustness in irgtomal networks is
through a physical duplication of components. Here we expdluplication in the
context of our mathematical framework.

Let7 : X x X, — [0, 1] be a stochastic map, and jebe a probability distri-
bution onX. In order to have several copies of this map, we considenitteld

cartesian producX Y, and we define the input probability distribution

zeX

With a the probabilityy to leave an edge as an input source, we set
r(A) = a1 — )N,

We define the extension of the m&pto the set ofV inputs by choosing one input

node with probabilityy: and then applying the map to that node. This leads to

T(ylar,...an) == +(Twln) + T(ola) + -+ T(yla))

Duplication implies a duplication of both nodes and of edgdschanistically
this corresponds to duplicating an information source &mdhannel. Above we
have assumed that identical sources are selected randeithlyg probabilityl /N .
Mechanistically this states that the target can not disadte among inputs and se-
lects randomly. In genetics two identical genes producetidal protein products,
and all else being equal, these are just as likely to enterameaction pathway.
However, duplication is often associated with mutationsywhich case either the
node the channel or both can be modified. To capture this casgould have to
replacel /N and related terms with the channel weights. We shall onlgictem the
simple case here.

Now we want to study the robustness properties with respebetnumberV of
copies and the probability by specifyindl” as the identity map on the st 1, +1}
with uniform distributionp(+1) = p(—1) = 1. The output node just copies the
input: z — x. Firstlet’s consider the exclusion dependence: If thermgttion from

at least one node is given, then the output can be computealibethe information
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from all the other nodes is compltely redundant with the givrdormation. This
means that the only contribution to our exclusion depenelemeasure comes from
the situation where no input is given. This happens with abiality (1 — «)", and
we get the exclusion dependeride- o)™ In(2). Now we calculate the contribution
of a subsef1,..., N} \ A, which is excluded with probability/4/(1 — o)V=14l,

Given a configuratiorn 4, on the subsetl, elementary calculations lead to

Y. p@)T(yleazna) = ZTy\ |A\

zA\AEX A\ A geA

which implies the following contribution of \ A:

—In @+7N_‘A|
N 2N '

Taking the mean with respect to the probability distribnti@etermined byy leads

to the following mean information flow

_z( Jara - (2E).

Following our concept of robustness, we have to take thirmétion flow minus

the exclusion dependence as the measure of robustness
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FIGURE 10: Contribution of information flow and exclusion depencemn network robustness.
Plots measure robustness as a function of duplicated urdtsrit knock-out probabilities. In Figure
10A the robustness surface is maximum for multiple dupdisatnd low knockout probability. In
Figure 10B we fixa at 0.3 and plot the information flow, exclusion dependencktha robustness
independently. In Figure 10C each downward curve with teating arrow represents a different

knockout probability, the direction of the arrow indicatesreasing numbers of duplicated units.

Figure 10 illustrate some important points about the rokmple duplication in
promoting robustness. Duplication of nodes always redtless individual causal
contribution to network function. This is because the fiorcis now averaged
over a larger number of identical inputs. Each node makesall sontribution
to the total network behavior. At the same time duplicatieduces the exclusion
dependence, allowing the network to function when nodeseam®ved. The total
robustness initially increases with duplications, buntkeclines gradually as the
contribution of duplicates falls. The greater the prokigbdf removing nodes, the

greater the benefits of duplication for network robustness.
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VI. SKETCH OF AN EXTENSION TO NETWORKS

In this section, we extend our notion of robustness to thegesetting of net-
works. We consider a finite sét of interacting units. The interaction of the units is
qualitatively modeled by directed edges, which are ordeeats (u,v) € V x V.
The set of edges is denoted By Given a unitv, pa(v) :=={u €V : (u,v) € E}
is the set of units that provide direct information:toWith state setsX ,, v € V,

we consider a family of transformations given by Markov &iéion kernels
T XPa(v) X XU - [O’ 1]’ (x,y) = TU(?/|$)'

For each node), pa(v) plays the role of the sek = {1,..., N} as shown in
Figure 1. The kern€él™ corresponds to a transformati@hof a simple network. A
combination of such simple networks allows for formalizthg general situation
of a recurrent network. This gives us the global dynarfiicsX x X — [0, 1]
defined by

T(yle) = [ T°(ylpac)-

veV
The aspects of a recurrent network that are not capturedesirtiple network study

are given by the fact that the global dynamics generatesrtteapility distribution
p. Thereforep depends on the network properties and is not given from deitss
input distribution.

Now we assume that nodes are knocked out according to a plibbdistribu-
tion, and we denote the probability for the remaining sutesysd C V by r(A).
Given an element € A, its parent sepa(v) can be decomposed as the disjoint

union of the subset that is containeddrand the subset that is not containeddin

pa(v) = (pa(v) N A) U (pa(v) \ A)
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FIGURE 11 : The generalized, recurrent network. The simple feeddod architecture described in
this paper can be extracted by recognising the subsydtefrl/, a nodev and its parent sgia(v).

The parent set are the input nodes artle output node.

The robustness af is given by the contribution of the parent set:othat is not
contained inA minus the exclusion dependence after its knockout. Notebkbid
guantities clearly depend on the spatial probability distion p, which need not
be stationary with respect 6. Using the robustness formula (19), we consider the
following average as the robustnesshf

1

Tl Z [Robustness aof against exclusion gfa(v) \ A]

veV
Finally we take the mean with respect/tn order to calculate the total robustness

of the network:

3 T(j) : [Robustness af against exclusion gfa(v) \ A
ACV,veA | ‘

r(A
S Z |A‘) Z ](Xpa(v)ﬁA : Xpa(v)\A) S Z T(A) ](XA : XV\A)-
ACV vEA ACV

This upper bound coincides with the bound in (23) so that wercake the same
statements on the relation between robustness and comyphettiin this extension
to networks. The main message here is that one cannot expeoblaustness of a
dynamical system if there are no spatial correlations. éfdgnamics of the net-

work, which is given byT’, is generating a distributiop, it has to display spatial
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redundancies in order to make temporal robustness possilis result is a di-
rect consequence of our previous study of simple networkisd@monstrates the

generality and applicability of our approach to the setbhgecurrent networks.

VIl. ROBUST PROPERTIES OF FLOWS THROUGH BIOLOGICAL NET-
WORKS

In this contribution we have presented an informational gedmetric frame-
work for thinking about robustness employing informatibedretic measures de-
fined over networks. Network structures can be describedrahge of different
scales of biological organization. A study of the propertsé robust networks can
provide general insights into robustness mechanisms lody@and is an important
part of an ongoing research program in systems biology [3P[24]. One value
of our approach is that it makes explicit what is meant by stbess, and provides
numerical means for calculating robustness values. Itlghoe emphasized that
our formalism is statistical and not mechanistic, and hemeedo not commit to
any one robustness mechanism. This gives the approachdeare of generality,
but also limits its predictive utility.

Thinking about network robustness in terms of functionghmance following
knock-out perturbation, raises questions about the gepesperties of robust net-
works. Previous studies on this topic can be divided intsésgiressing static, topo-
logical and distributional properties of networks, andsta@mphasizing dynamic
properties arising from flows trough pathways and networke best known of the
first group are large, scale free networks in which connggtias measured by the
degree moment of the distribution, is given by a power lawis Bmsures that ran-
dom node elimination will leave the majority of edges as tiveye. They have the
deficiency however of being vulnerable to targeted elimamadf highly connected
nodes [3] [6]. Of the second group, there are a number of rsanteisidering the
impact of redundancy on robustness, in particular pleptrgenetic interactions,
in which a single gene can adopt two or more functions [32].[3these papers
tend to emphasize those forces required to maintain receydaver generational

time. A third class of robustness study considers in somaildeechanisms en-
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suring invariance such as feedback control and of repacgsses acting on either
DNA or proteins [27] [23] [4].

Our models do not deal with complex networks with feedbaclcstire and
dynamics. One way in which feedback can be included is byidenag the sum
over all linear decompositions of a recurrent network ile@dforward architectures
(see section VI above). However, the feed-forward netwodkes clear several

important insights that are expected to generalize to ee@icases:

¢ Robustness quantifies a network’s ability to reconfigurplating redundant

activity in connected nodes to promote invariance.

e Robustness measures both information flow, or causality,eaclusion de-
pendence: networks comprised of completely uncorrelate®s, in which
there is no flow and hence no causal relationships, can noy loefinition

robust.

e Redundancies arise through correlations among nodes aunat imply

identity among nodes (simple duplication leading to pdréecrelation).

e Error correcting codes represent one general mechanisexfdoiting re-

dundancies in the distribution of node activity to achieseustness.

¢ Robust networks need include some mechanism of adaptatiereby net-
works are able to reconfigure in order to arrive at altereatneans of using

correlated information to function.

e Network structures that produce robustness also increéasstical measures
of network complexity. This is because robustness inceetiseugh corre-
lated activity among nodes as does the ability of a netwogetéorm com-

putations.

e Robustness is likely to come first and complexity secondeasigtence is a

primary requirement for evolution.mai
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A. Robustness and Error Correction

One intuitive notion of robustness is functional invariariollowing perturba-
tion of a biosystem. The perturbation could be anything fribwiea removal of a
gene, to the eradication of a species. Function is assesexbioring the impact
on phenotypes or ecosystems. Typically in developmentatiyes, knockouts that
leave phenotypes unchanged, are interpreted as fundfisadundant and suggest
some robustness mechanism [16]. The same argument has leenfon animal
social systems, in which critical social networks remaatisticcally unchanged
following individual removal while others reconfigure [33h many cases differ-
ent structures can produce the same function. Followinge&tion, when a new
structure reproduces the function prior to perturbatiotheut adaptive reconfig-
uration, we speak of neutral networks [22] or neutral sefsthd new structure
produces the same function by means of reconfiguration tieesystem manifests
adaptation. In both cases, performing the same functidoviolg perturbation re-
lies on redundancies in the network. Adaptive reconfigareéind neutrality differ
with respect to how redundancies are structured and egploit

The best understood structuring of redundancies to achueetional invariance
are error correcting codes [31]. These codes are used whgna s transmitted
once, and a correction implemented immediateley upon tletecThe greater the
rate of error, the more redundancy required to compensatrtor. Error correct-
ing codes typically arrange a signal in a geometric configmman order to assign
parity check bits to bits in the signal in a consistent manker example, in rect-
angular codes each bit of a signal is indexed by two checkaduiis the value of the
check bit indicates which bit in the original signal is moelfi This way messages
can be restored. An argument could be made that biologibaktoess is produced
by mechanisms implementing network error correction. Ecarrection during
DNA repair [12], involves the methylation state of one DNAastd providing in-
formation to repair enzymes about correct nucleotide sscpgeprior to repliciation
error. This is a repair network with error correction conderby a redundant base

pair and a methyl group serving a parity function.
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B. Mechanisms of Adaptation

Error correcting codes minimize exclusion dependence ¢h suway that net-
works do not require reconfiguration in order to function. eTilea behind this
is that there is one sequence which uniquely leads to thei@umof interest, and
hence mechanisms need be in place that restore this sequdtezeatively, there
could be many configurations equally able to perform a famgtin which case er-
ror correction involves reconfiguring networks to altewanetworks which map
to the same function. Selection acting on the space of n&saamuld achieve this
degeneracy in several ways.

One way is to create neutral sets. Neutral sets include allartks mapping
to the same function and the perturbations transformingneteork into another
within the set. The best studied of these sets, are neutnabries in which mem-
bers of a neutral set are related to one another accordifge telamming distance
metric. Mutations are most probable among sequencesidiféry a single base
pair and edges connect genomes differing by a single poitdéton. In the case
of RNA, network neutrality is the outcome of the physics dfifng: different se-
guences fold into the same, minimum free energy structig [@n RNA neutral
network describes all sequences connected by single patations sharing a com-
mon minimum free energy folded form.

Another possibility requires more degrees of freedom arekahcit mechanism
by which nodes can reorganize their connections. Genetveanks have been ob-
served to modify their topology on the basis of the removitbyfgenes [29]. At the
individual level individuals are capable of learning to &hito alternative sources
of energy or information when a favored resource is remo®ethnonical ecolog-
ical example is prey switching and its ability to stabilisegator-prey dynamics in
ecology [19].

C. Role and Persistence of Duplication

Robustness arises out of correlations among units, and tteeselations need

to be constructed. In evolutionary time, these correlatiamnse as the outcome of
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a mutation selection process operating on populations el gpeciation events.
During ontogeny, correlations arise through learning me@ms. In each case,
robust correlations can arise through direct benefits épeed by individuals in-
dependent of exclusion dependence, or become targetediylias a mechanism
for reducing exclusion dependence at a higher level.

We explored the robustness of networks comprising manytickrduplicated
elements. Duplication does not modify the function of a ety it only modu-
lates sensitivity to knockout. It has been pointed out tha indirect benefit of
redundancy, weakens the ability of stabilizing selectiompteserve duplicates in
a population [14]. However, since duplicated componentsimitially contribute
randomly to network function, each duplicate has a non-zégheence on function.
This allows selection to operate directly on the causalrdaution of duplicates.
We have shown that this contribution drops exponentialthwluplicate number,
and hence exclusion dependent perturbations, knockingamés, will be required
to maintain large copy numbers. However, a degree of exartiusdependence will
arise through incidental selection on the direct contrdsuof duplicates. This can
be made more intuitive by contrasting the role of duplicatdsiology with dupli-
cates in engineered systems. In biology duplicates areasmgplregularly through
a local stochastic selection process (e.g. enzyme kinetdsereas in engineered
systems, backups are only deployed upon failure of the pyiregstem. Hence
in biology there is an ongoing contribution to function frahaplicates which can

increase the efficiency of the natural selection processasning mechanisms.

D. Robustness and Complexity

We have derived a measure of robustness to quantify the tropaetwork per-
turbations on the ability of networks to perform a functidine measure quantifies
the distance between the wild-type network and an optimaitpnfigured, per-
turbed network. We observe that the robustness has an uppedldescribging a
network complexity measure [26]. This complexity measui@\s for calculation
of the extent of integration and segregation in complexdgaal networks. The

complexity measure is derived by considering the averaggdmed mutual infor-
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mation between all bi-partitions of a network. If any two &ifitions are indepen-
dent, then the mutual information will be zero. If the biparts behave randomly
or identically, then the complexity measure is low. When tleéworks possess
independent components which are capable of global interathe complexity
measure is correspondingly high.

Integration and segregation when present jointly, lead igh lcomplexity.
Highly integrated acivity of nodes in a network correspotm$igh redundancy.
Segregation of nodes reduces redundancy and allows falegresiation in activ-
ity. Most information processing problems require a migtaf both properties as
function need to be decomposed (segregated) and thenatedgn order that an
appropriate action be initiated. Important nodes havedhtife that they make im-
portant contributions to a network, and this implies segtieg. These nodes also
need to share information with other nodes and this impliesdaiced exclusion
dependence.

What is the relationship of neural network complexity tommtk robustness ? In
the complexity measure random bi-partitions are used tesashie extent of com-
munication among brain regions; whereas in the robustnessune, bi-partitions
reflect knockouts of large sets of components and their r@nmgacomplements. In
both cases information flow is required. In the cognitiveecasformation flow is
assumed to reflect associative power, whereas in the rassstrase information
flow is required in order that the remaining nodes responcettugbation. These
results show mathematically that charactersitics of mgalexity can derive from
selection minimizing the deleterious effects on functiolidwing the removal of
important nodes. This phenomenon has been referredrabast overdesigifil7]
and suggests that some amount of biological complexity aversity relates to

overcoming instabilities engendered by perturbations.

Vill.  SUMMARY

We have provided a geometric analysis of robustness foogichl networks
based on the concept of information flow. Robustness has tmgponents: the

first quantifies the contribution of nodes to network funetio situ and the sec-
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ond the consequences for function of node removal - exatuspendence or their
contributionex situ Nodes in robust networks contribute both unique features t
network function and correlated features promoting redmeg. Networks exploit
redundancy directly through error correction and neugralr through adaptive re-
configuration in order to minimize exclusion dependence hdie found that max-
imizing robustness also leads to an increase in network ity — robustness
serves as a lower bound on complexity. The robustness neshasrbeen applied
to boolean functions as test cases and provides a generavirark for analyzing

biological network data.
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